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D I G I T A L I S A T I O N 
 
3) Digital Operational Resilience Act  
 (DORA) 
 
 Why does it matter to intermediaries? 
 
The Digital Operational Resilience Act (DORA) is part of the 
European Commission’s Digital Finance Strategy that was 
published in September 2020. DORA’s primary objective is 
to enhance the IT security of financial entities. It aims to 
establish a comprehensive digital operational resilience 
framework across the European banking, insurance and 
investment sectors, requiring financial entities in its scope 
to comply with digital security and reporting requirements 
to mitigate their Information Communication Technology 
(ICT) risks.  
 
DORA started to apply, together with its level 2 measures, 
on 17 January 2025. Insurance intermediaries who are 
SMEs and microenterprises are exempted from the 
scope of DORA and its level 2 measures. Opt-out 
investment firms under MiFID II are exempted as well.  

Larger insurance intermediaries are within the scope of 
DORA (more than 250 persons, an annual turnover of more 
than €50 million and/or an annual balance sheet of more 
than €43 million).  In some cases, intermediaries, if 
considered by insurers as ICT Third Party Providers or in the 
context of delegations of authorities under Solvency II, may 
have to comply with some DORA requirements. 
 
DORA has assigned new tasks and roles to the European 
Supervisory Authorities (EIOPA, ESMA and EBA – the ESAs), 
as well as the development of Regulatory Technical 
Standards (RTS) and Implementing Technical Standards 
(ITS) on certain provisions of the DORA Regulation. RTS and 
ITS of the ESAs aim to clarify the provisions of a European 
legislative text and to ensure a coherent harmonisation of 
the defined areas.  

 
 

 State of play  
 
List of designated critical ICT third party providers  
 

On 18 November, the ESAs published the list of designated 
critical ICT third-party providers (CTPPs) under DORA.  The 
list comprises 19 companies that deliver a wide range of 
ICT services - from core infrastructure to business and data 
services - to financial entities of all types and sizes across 
the EU. The ESAs describe these providers as playing a 
"pivotal role within the financial ecosystem." 
 
The ESAs recalled that the objective of the DORA Oversight 
Framework, mandated to the ESAs, is to promote the 
sound management of ICT risk by the critical providers. 
Through direct oversight engagement, the ESAs will assess 
whether CTPPs have appropriate risk management and 
governance frameworks in place to ensure the resilience of 
the services they deliver to financial entities. This includes 
assessing procedures on incident reporting, 

subcontracting, and ICT security. This serves to mitigate 
risks that could impact the operational resilience of the 
financial sector of the EU. 
 
Where the relevant ESA identifies deficiencies in the 
CTPPs’ risk management and governance framework, the 
ESA may issue recommendations for remediation. If a 
CTPP does not comply with those recommendations, then 
it must explain its reason(s) to the ESA and, in that 
scenario, the ESA could make the providers’ non-
compliance public and, as a last resort, require financial 
entities to suspend use of the provider’s services and/or 
terminate the relevant contractual arrangements. 
 
The list of critical ICT third-party providers will be updated 
and published by the ESAs on an annual basis. 
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EIOPA’s Q&As on DORA  
 

In 2025, BIPAR worked with the law firm DLA Piper on a Q&A published by EIOPA in relation to the DORA scope.  
 

The question asked to EIOPA was as follows:  
 

3100 – Dora099 – EIOPA  
“Question: How to determine for group structures whether they are in the scope of DORA? It is not defined in DORA how to 
calculate whether you meet the 250FTE criterium. We found guidance from the EC in 2003/361/EC on how to calculate 
whether a firm is small/medium/large and how to consider linked entities and parent entities, but we are not sure if this is 
the guidance to follow. Can you please provide clarity on these matters?” 
 
EIOPA published answer was as follows: 
 

“The EC Recommendation 2003/361/EC is applicable considering the thresholds as defined in DORA. This means that the 
figures to be used by intermediaries to calculate the number of employees, annual turnover and annual balance sheet total 
should be at enterprise level. In case of the intermediary is part of a group the figures to be used to calculate the number of 
employees, annual turnover and annual balance sheet total should be calculated at group level applying the concept of 
linked enterprises as explained in the recommendation. For the purpose of DORA, in light of proportionality, only the 
employees, turnover and balance sheet of the financial entities belonging to their group should be considered.” 
  

BIPAR believes that as there is no reference to the Commission's Recommendation 2003/361/EC in DORA, DORA 
definitions of micro, small and medium-sized intermediaries that require consideration of individual entity accounts, are 
self-standing.  BIPAR informed the Commission and EIOPA of its views. In early May 2025, EIOPA removed the concerned 
answer and changed the status of this Q&A to “under review”. 
  
In May 2026, the following response to the same question as above was provided by the Commission:  
“The EC Recommendation 2003/361/EC is applicable considering the thresholds as defined in DORA (2787 - DORA011 - 
EIOPA). This means that the set of comprehensive rules from the EC Recommendation 2003/361/EC on how to calculate 
the number of employees, annual turnover and annual balance sheet total (e.g. change in indicators one year to the other, 
type of employees to be considered, etc.) is applicable. However, in case of insurance intermediaries that are part of a non-
financial group the figures to be used to calculate the number of employees, annual turnover and annual balance sheet total 
should be calculated at individual entity level, in line with the policy objectives of DORA to strengthen, in a proportionate 
way, the digital operational resilience of the EU financial services sector.” 
 

BIPAR is now studying this answer and will come back to its members on this issue.  
 
 

 BIPAR’s position/key messages 
 
Insurance intermediaries were included in the scope of the 
initial Commission’s proposal for DORA, together with 
much larger financial entities such as insurers or credit 
institutions.  
 
While BIPAR welcomed DORA’s objective to increase the 
digital operational resilience of the financial sector, it 
informed the EU legislators that the financial sector is not 
uniform in scale and structure. The incidents experienced 
by different financial services entities, as well as their 
consequences (for the financial stability, consumers etc.), 
differ from one financial services sector to another. 
DORA's requirements would simply not be operationally 

and financially sustainable for (small) insurance or 
financial intermediaries. DORA's regulatory architecture 
was not adapted to the insurance distribution sector, and 
BIPAR pointed out that proportionate application of its 
numerous and detailed requirements would be difficult to 
ensure in practice (further complicated by levels 2 and 3 
measures).  
 
For BIPAR and its members, insurance and financial 
intermediaries (and, in particular, micro and SMEs), 
therefore, had to be completely exempted from DORA. This 
message was successfully relayed to MEPs, the Council 
and the Commission. 

 
 

 Next step 
 
BIPAR, together with its member associations, will 
continue to monitor the application of DORA in 
Member States and its impact on intermediaries.  

 Links  
 

- DORA  
- List of the CTPP designated by the ESAs 

 
  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2022.333.01.0001.01.ENG&toc=OJ%3AL%3A2022%3A333%3ATOC
https://www.eba.europa.eu/sites/default/files/2025-11/e388451b-356b-408a-bbf2-b8e425865d75/List%20of%20designated%20CTPPs.pdf



